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T6i pham & hau hét moi ltra tudi, moi
tang 16p va moi dia diém va no tré nén
dé dang hon réat nhidu nho vao cong
nghé.
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Mot gido su tam 1y nghién clru sau vé cac thu thudt phd bién ma ké ltira ddo str dung va veé cac loai
nguoi de bi mat tien nhat.

Néu ban c6 mét hop thu, han 1a ban s€ nhan dugc thu rac. Néu ban c6 tai khoan email, s€ c6 email
rac. Néu ban c6 dién thoai, s€ c6 cudc goi robot tu dong.

Céc su ga gdm khach hang va tin nhin khong mong muén thudng xuyén troc na ta tap tap. Hau
hét ching ta nhan bd qua hoac x6a hodc vut chung vao thung rac vi biét rang chung gan nhu chac
1a sy Itra ddo dai chung trén thi truong. Nhitng nguoi khac lai khong duge may man nhu the.

Viéc lra ddo gay t6n that cho ¢4 nhan, to chtic va chinh phu udc tinh hang ty d6 la mdi nim, va
nhiéu nan nhan bi tram cam va suc khoe sa sut. Thyc té, khong c6 tdi pham nao khac lai anh
hudng dén nhiéu nguoi dén the, nhitng ngudi thudc moi Itra tudi, moi tang 16p va & moi viée tri
dia ly.

Nhung vi sao ngudi ta lai trd thanh con moi cho nhiing trd gian 1an nay? Céac dong nghiép va toi
tim cau tra 161 cho cau hoi nay. Mt so phat hién cua chiing t61 phu hop véi cae nghién ctru khéc,
nhung nhiing phat hién khac lai thach thirc cac gia dinh chung vé su gian lan.

Gian 1an dang gia tang

Rt thim tring thudng, x6 s va cac trod lira dao khac trén thi trudng da trd nén pho bién mot cach
dang ngac nhién trong nhitng nam gan day.

Cuc Kinh Doanh di bao céo c6 khoang 500.000 don khiéu nai chi riéng & tro rat tham tring
thudng va x0 so trong ba ndm qua, vdi tien mat mat 1én tdi gan 350 triéu do la.

Trong qua khtr, nhiing tro gian lan nhu thé nay do mot s it ngudi dia phuong gay ra va thuong 1a
gip mit tryc tiép, ¢6 thé 14 tai mot hoi thao dau tw cho mot co hoi bat dong san gia tao.

Viéc lra ddo van xay ra theo cach cii, nhung ngay nay cang c6 nhiéu vu viéc dugc phdi hop boi
cac nhom xuyén quoc gia, ké ca cac nhom ¢ Jamaica, Costa Rica, Canada va Nigeria.

Trong nhiing nim gan day, gian lan da phat trién thanh mot hoat dong toi pham lan rong toan cau
khi méa cong nghé gitip nd giam chi phi dong thoi 1am n6 dé dang hon bao gio hét tiép can tirc thoi
dugc voi hang triéu nguoi tiéu dung.

Vige bét va truy td nhiing tén t01 pham cting kho khan hon nhiéu. Thi dy mot cudc goi robot ¢o
th€ xuat hién trén phone nhu thé ngudi goi 1a thudc ma vung cua ban, nhung trén thyuc t€ no 1a tir
An Do.

Vi sao nguoi ta lai bi dan dat vao cugc

Dé nghién ctru tinh dé bi vuedng méc vao nhiing trd gian 1an dai ching cta thi trudng, ban dong
tac gia va to1 da cung nghién ctru 25 161 moi lira dao "thanh cong", do van phong Thanh Tra Buu
Dién Los Angeles cung cap, dé de tim kiém nhiing dac diém chung.



Thi dy, nhiéu 16i moi 1a muon danh mot sb thwong hiéu quen thudc, nhu Marriott ‘hay Costco, dé
ting d6 tin cay hodc "quyén luc". Bon lira dao thuong xuyén dung ky thuat thuyet phuc nhu gia
b la mot doanh nghiép hop phap va sir dung cac ma s6 vung cua dia phuong dé tao sy quen thudc.
Hodgc ching néu sy gap gap vé thoi gian dé héi thuc hanh dong. Mot sb cac chit dugce in mau mé
va c6 kém céc hinh anh tién hodc giai thuong va cac "nguoi trang giai" trude day. Nhimg 101 moi
chao khac to ra chuyén nghiép hon, c6 16 vin gidng van phap 1y cling nhim tao cam giac hop

phéap.

Sau d6, chiing t6i da tao ra mot thu moi nguyén mau dai mot trang, thong bao cho ngudi tiéu dung
réng ho da "la nguoi chién théng" va néu "sb dién kich hoat" ma ho can lién hé dé nhan giai
thudng. Ching toi di tao ra bon phién ban ma ching t6i dd gan mot cach ngau nhién nhim, hoidc
1a van dong bang tham quyén ("Chung toi d nhan duoc tén cua ban tir Target") hodc 1a thiic ("Phai
thue hién trude ngay 30 thang 6") dé xac dinh xem yéu t6 thuyét phuc nao s& thuc ddy nguoi tiéu
ding phan hoi.

Nghién ctru nay duoc thiét ké dé tai tao cac kich ban thuc té- mic di nguoi tham gia biét rang ho
la mdt phan cua thir nghiém- va phan tich cac y€u to ma chung t6i ngod rang c6 nguy co cao, ching
han nhu trinh d§ toan hoc, su c6 don va tién thu nhap thap.

Trong thir nghiém dau tién, chung toi yéu cau
211 ngudi tham gia cho biét ¥ mudn lién hé
v6i sb dién thoai kich hoat tai thu moi. Sau
d6, ho dugc yéu cau danh gia cac loi ich va
rti ro khi tra 10i thu moi theo thang diém 10
va dién vao mot cudc khao sat nham xac dinh
trinh do toan hoc, su cach ly xa hoi, dac tinh
nhan khau hoc va tinh trang tai chinh cta ho.
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Viéc ltra dao gay ton that cho ca nhan, t6 chirc va chinh phua udc tinh hang ty d6 la moéi nam.

Chung t6i thay rang 48% ngudi tham gia cho biét it nhidu sdn long lién hé véi sb nay bat ké ho
nhan dugc thu loai ndo. Nhitng ngudi tiéu dung nghi rang ho sé tra 10i lai thu moi nay thuong 1a
nhitng ngudi c6 s6 nam hoc tap it hon va 1a tré hon. Nhimng nguoi nay ciing ¢6 xu hudng danh gia
rui ro cua viéc lién hé 1a thép va loi ich 1a cao.

O mot thir nghiém thur hai lién quan dén 291 c4 nhan, chung t6i str dung 161 1€ nhu thu moi dau
tién nhung thém maot khoan phi kich hoat cho mét nira s6 ngudi d6. Nghia 13, mot s6 ngudi tham
gia da duoc thong bao rang dé "kich hoat" tién thing thi ho phai tra mot khoan phi 5 db la, trong
khi nhitng ngudi khac duoc cho biét phi d6 1a 100 d6 la. Phan con lai 14 giéng y nhu voéi thir
nghiém trude d6 va tat ca cac khia canh khac cta thiét ké 1a giéng hét ngoai trir mot s6 ciu hoi
khao sat bd sung lién quan dén tinh trang tai chinh cta ngudi tham gia.

Su moi moc thdng qua thu rac, email
rac va cudc goi robot chi la vo cung
khé chiu.
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Chung t6i dwa ra gia thuyét rang nhitng ngudi sin sang goi dién va tra 100 d6 la c6 nghia 13 ho
dac biét dé bi mac vao kiéu ltra ddo nay.



Ngay ca c6 phi kich hoat, 25% nguoi & mau thir nghiém cho thay ho it nhidu sén sang lién hé véi
s0 di¢n duoc cung cap- bao gom ca hon 1/5 cua s6 nguoi dugce bao phi 1a 100 do la.

Twong ty nhu thir nghiém dau tién, nhimg nguoi danh gia thu moi 1a ¢6 1o ich 16n ¢6 nhiéu kha
nang bleu hién y dinh mudn lién hé. Chung t6i nghi thir nghiém nay s€ giip chung to1 xac dinh
mot s chung loai phu dic biét d& bi lira gat, nhu nguoi cao tudi, nhung thay vao do, ngudi tiéu
ding c6 quan tdm & ca hai thir nghiém 13 hoan toan giéng nhau- d6 13 nhirg ngudi thiy kha ning
c6 loi 16n 14n 4t cac rui ro. Khong thiy c6 sy khac biét dang ké duwa trén d6 tudi, giéi tinh hodc
dic tinh nhan khau hoc khac ma chung t6i da xem xét.

Ngay ca khoang 60% ngudi xac dinh su moi moc ndy cé kha ning 1a lira dao, nhung ho van con
coi co hdi nay c6 kha ndng mang lai 191 16c. Theo mdt cach nao do6 nhitng sy ltra ddo co6 phi ung
trude c6 thé hoat dong nhu x6 s6 khong chinh thirc- chi phi dau vao thap va kha nang that bai la
nhiéu. Trong khi nguoi tiéu dung la canh giac, nhung ho khong hoan toan bac bo kha nang két
cuc ¢6 loi va mot s6 rd rang sin sang chap nhan rui ro.

That khong may, nguoi ti€u dung danh gia qua cao kha nang rat lui cua ho néu sy moi moc hoa
ra 1a mot sy ltra loc. Mot khi "con mdi" tiém nang dugc xac dinh bang cach phan hoi 161 moi thuc
té qua vi¢c goi dién thoai hodc bang cach nhap vao quang cdo gian lan, thi ho co thé bi truy dudi
dai dang qua dién thoai, email va thu.

Phai lam gi vaéi tro gian 1an?
Déi v6i nhiéu nguoi, nhig s moi moc théng qua thu rac, email rac va cude goi robot chi la vo

cung khé chiu. Nhung ddi véi mot s6 ngudi, chung khong chi 1a mot méi phién toai, ma con 1a
mot cai bay.

Dé bao vé ban than khoi trd thanh muc tiéu, ban can phai than trong va st dung céc nguén luc dé
tranh bi ltra dao. C6 mét so dich vy va tmg dung nham trg gitip viéc sang loc cudc goi va ngan
chin trém cip danh tinh. Va mot s6 cong ty dién thoai cho phép ban lua chon tham gia cac dich
vu nhu vay. Va su gido duc nhiéu hon cho ngudi tiéu dung vé su nguy hiém cia lira dao s& c6 tac
dung.

Ciing quan trong 1a chéng lai bang moi cach ¥ mudn nhap vao hodc tra 10i nhiing tai liéu dang
ngo vuc. Nguoi tiéu dung ma nhanh chong nhén ra mgt 161 moi 1a sy rui ro va vt bé no ngay, thi
s€ it b1 ton thuong hon.

Do nhan thiic vé lgi ich va rui ro 1a nhimng yéu td quan trong nhét trong ¥ dinh mudn 1am theo,
nén nguoi ti€u dung chi nén tap trung vao cai rai ro va tranh bi cuoén hut vao nhiing loi ich tiém
nang.

Bai nay ban dau xudt hién trén 'The Conversation', va duoc tai ban theo cho phép ciia 'Creative
Commons'. Tac gia la Stacey Wood, gido su tam ly hoc o ScrippsCollege .
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